GM Enhanced Security Service

Effective cybersecurity requires more than a single solution.

A multi-layered approach is now essential, combining
advanced technology, regulatory compliance and
ongoing training for your team.

GM Enhanced Security Service brings together 7 critical
services to help your organisation defend your people,
data and systems from modern cyber threats.

GM Cyber Awareness Training
Empower your team to identify suspicious activity, reduce risk and build a culture of
cybersecurity awareness with continuous reinforcement.

GM Continuous Cyber Essentials Compliance
Stay compliant and audit-ready with expert-led Cyber Essentials support, keeping your
business aligned with regulatory and insurance requirements.

GM Cyber Essentials Policies and Policy Management
Ready made policy templates that are required for Cyber Essentials. A central and easy
way to distribute these policies to your staff to ensure they are seen.

GM Vulnerability Management
Continual monitoring and resolution of software vulnerabilities across your devices,
ensuring they are Cyber Essentials compliant and secure.

GM Password Manager
Secure account access with strong, centralised password management, even through
staff changes.

GM Encrypted Microsoft Connect
Protect Microsoft 365 access with encrypted, Zero-Trust controls that ensure your
business data isn't intercepted.

GM Extended Detection and Response (XDR)
Strengthen visibility across your environment with advanced threat detection and
response across endpoints, Microsoft 365, email and cloud services.

GM Entra Backup and Recovery
Protect and recover critical Microsoft Entra ID access and security configurations.
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GM Cyber Awareness Training

Part of GM Enhanced Security Suite

GM Cyber Awareness Training is essential for
bolstering your organisation’s cybersecurity
defences, transforming employees into a
human firewall - helping them work safely
and protect organisational data and money.

With professional on-boarding, consultation
and guidance, you'll get the most out of the
training from day 1.

The training covers critical topics like
phishing, social engineering, and safe
browsing, using interactive modules that
ensure knowledge retention and practical
application.

With phishing, spear-phishing and vishing
simulations you get to see who is retaining
the knowledge and taking appropriate action
and who isn't. In-depth reporting shows
which of your people are and aren't actively
engaging with the training.

What sets GM Cyber Awareness Training
apart is its commitment to up-to-date,
customisable content, aligning with the latest
cyber threats and organisational standards.
This not only educates employees but also
cultivates a robust cybersecurity culture,
making them vigilant and proactive.

By enhancing employee awareness and
response capabilities, GM Cyber Awareness
Training significantly reduces the risk of
cyber incidents, protecting your
organisation’s assets and boosting its
reputation for data security.
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Human error. Conquered.

Enhanced Cybersecurity Awareness

This knowledge helps them recognise and
avoid potential threats, enhancing the
cybersecurity posture of your organisation.

Risk Reduction

Reduces the risk of successful cyber attacks,
minimising potential financial and
reputational damage to the organisation.

Compliance and Regulatory Adherence
Training assists organisations in complying
with industry regulations and standards by
ensuring employees’ knowledge

Empowered Employees

Employees become active participants in the
organisation’s cybersecurity efforts, with the
knowledge to make informed decisions.

Customisable Training Content
Customisable training modules that can be
tailored to the specific needs and policies of
your organisation




GM Continuous Cyber Essentials Compliance

Part of GM Enhanced Security Suite

Cyber Essentials is a UK government-backed
scheme that helps organisations protect
themselves against the most common cyber
threats.

It is important to remember that it is not an
exercise for a single point in time - it expects
compliance year round and puts the onus on
you to demonstrate such. GM’s Continuous
Cyber Essentials Compliance helps you do
just that.

Grant McGregor will provide you with a
dedicated project manager who will guide
you through a briefing on Cyber Essentials
and and the certification process.

They will also provide you with all the
documentation you need to complete the
questionnaire, including 10 customised
policy documents:

* Information Security Policy

» Acceptable Use Policy

» Password Management Policy

» Joiners / Movers / Leavers Procedure
* Asset Management Procedure

 Asset Register / Software Register /

Admins / Open Ports

» Access Control Policy & Register

» Patch Management and Vulnerability
Policy

» Backup and Restore Policy

» Computer and Mobile Device Policy

Throughout the year, we'll help you keep
your asset register up to date. Your dedicated
project manager will guide you within the CE
framework, assess your compliance level and
provide assistance with the assessment.
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Simplify recertification

With continuous monitoring of your devices,
and expert help, recertifying for Cyber
Essentials becomes easier than ever.

Maintain a secure environment

Our clever monitoring tools help ease your
mind by ensuring your devices are as up to
date as possible.

Demonstrate your secure credentials

Cyber Essentials certification helps you show
your customers and your supply chain that
you take cyber security seriously.

Expert help to ensure you're secure We'll
provide you with everything you need to
submit your assessment and help put
things right if they go wrong.

One Single Point of Contact

We'll assign you a project manager who'll be
your helping hand to guide you through the
assessment and our continuous monitoring.




GM Vulnerability Management

Part of GM Enhanced Security Suite

Reduce cyber risk with
continuous asset visibility,
risk-based prioritisation and
built-in remediation tools to
address the most critical
vulnerabilities - keeping you in
continuous compliance with
Cyber Essentials

=% Microsoft

Assess and remediate vulnerabilities across your assets

Over 25k CVEs (common vulnerabilities and exposures) were published by CISA in 2022.

As organisations accelerate adoption of digital transformation and hybrid work models, CISOs
are tasked with securing their multicloud and hybrid environments against ever-evolving threats.

Uncover risks and prioritise what matters

Vast assessments are available to uncover vulnerabilities and misconfigurations across endpoints
and multi-cloud workloads. Prioritise the biggest vulnerabilities on your most critical assets
using Microsoft's threat intelligence, breach likelihood predictions and business contexts.

Leverage Microsoft threat intelligence to prioritise vulnerabilities

See the list of common vulnerabilities and exposures (CVEs) in your organisation
and in the broader landscape, and view events that may impact your cyber risk.

Track and report on vulnerability management progress

Get a view that shows current statistics and vulnerable device trends over time.

Access APIs with rich data for custom reporting on vulnerability management progress.
Grant McGregor will make these reports available on a monthly basis.
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GM Password Manager

Part of GM Enhanced Security Suite

GM Password Manager is a solution that
seamlessly addresses the complexities of
password management in today's digital
landscape. Passwords are our digital keys but
they aren't all locked in the same cabinet.
They are in the heads, devices and notes app
of our people.

What happens if someone leaves? Do the
passwords and accounts leave with them?
Are organisational accounts just forgotten?

This robust password manager ensures that
your employees can securely store, manage
and retrieve passwords. And importantly,
means operationally important access
information stays within your organisation.

With features like secure password sharing,
automated password updates, and advanced
encryption, it significantly reduces the risk of
data breaches and cyber attacks.

Moreover, GM Password Manager's
integration capabilities mean it can
effortlessly fit into your existing security
framework, enhancing your overall
cybersecurity strategy.

By choosing GM Password Manager, you're
not just adopting a tool; you're embracing a
culture of cybersecurity awareness and

resilience, safeguarding your organisation'’s
digital assets against evolving cyber threats.
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Enhanced Security

Employing advanced encryption to
safeguard passwords, reducing the risk of
data breaches and unauthorised access.

User Friendly Interface

Designed for simplicity, it offers an intuitive
interface that enables users of all technical
levels to easily manage their passwords.

Secure Password Sharing

Facilitating secure sharing of passwords,
ensuring that sensitive information is
accessible only to authorised personnel.

Automated Password Updates

Generating strong, unique passwords and
automates the process of updating them,
helping maintain robust security postures.

Seamless Integration

Integrates effortlessly with existing systems,
providing a cohesive and streamlined
experience that bolsters overall cybersecurity.




GM Encrypted Microsoft Connect

Part of GM Enhanced Security Suite

GM Encrypted Microsoft Connect is
a powerful tool designed to help
organisations securely access
Microsoft 365 data using Zero-Trust
principles.

Zero Trust Principles is a security model that assumes breaches are
inevitable, and focuses on verifying every access request as if it came
from an open network.

2= Microsoft

Identity-Centric Security
GM Encrypted Microsoft Connect integrates identity and network access controls to secure
access to any Microsoft 365 application or resource from any location.

Conditional Access Policies
Leverages conditional access policies, including multi-factor authentication (MFA), to validate
both device and user identities.

Seamless User Experience
Provides a fast, seamless, edge-accelerated access experience that balances security and

productivity.

Direct Access to Microsoft
Facilitates speed and security when accessing Microsoft 365 applications by routing your
traffic directly to Microsoft over an encrypted connection.

Enhanced Security

By implementing Zero Trust principles, GM Encrypted Microsoft Connect ensures that only
authenticated and authorised users can access sensitive data. The solution minimises the risk
of unauthorised access and potential breaches by continuously monitoring and validating
access requests.
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GM Extended Detection and Response (XDR)

Part of GM Enhanced Security Suite

Advanced threat
detection and response
across endpoints,
identities, email and
cloud environments.

EDR and MDR provide continuous
monitoring, endpoint protection
and expert-led response.

XDR builds on these capabilities
by extending visibility across
Microsoft 365, identities, email
and cloud services, helping
organisations spot suspicious
activity earlier and respond faster.
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More visibility across
your environment

Think of EDR like an intruder alarm inside
the building. It helps detect suspicious
activity on laptops, desktops and servers.

MDR adds a team of security specialists
monitoring those alerts and responding
when something suspicious happens.

XDR builds on top of this by extending
visibility beyond the devices themselves
into Microsoft 365, email accounts,
identities and cloud services, helping
organisations identify threats earlier and
understand the bigger picture faster.
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Layered security for modern business

environments

» EDR for endpoint protection and threat
detection

* MDR for expert-led monitoring and
response

« ATS for advanced threat defence

« XDR for broader visibility across Microsoft
365, email and cloud services




GM Extended Detection and Response (XDR)

Part of GM Enhanced Security Suite

Supporting faster threat detection and response

Understanding the bigger picture
Helps identify unusual behaviour across
Microsoft 365, email, devices and cloud
services before threats escalate.

Faster investigation and response
Connects related activity across your
environment to support quicker threat

investigation and containment.

Better visibility across your environment
Provides a broader view of activity across

devices, identities, email and cloud services.

Reduced disruption from cyber threats
Supports faster response to ransomware,
compromised accounts and other modern

cyber threats.
Focusing on higher-risk activity

Helps prioritise higher-risk activity and
reduce unnecessary alerts.

* A
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Why we've chosen to partner
with Bitdefender

Bitdefender technologies are
consistently highly rated in
independent testing for prevention,
detection and response capabilities.

Their advanced security platform helps
organisations improve visibility across
endpoints, Microsoft 365, identities
and cloud environments while
supporting faster detection and
response to threats.




GM Entra Backup and Recovery

Part of GM Enhanced Security Suite

Protect critical Entra ID
configurations with backup
and recovery designed to
reduce disruption and support
business continuity.

roweren By e Microsoft

Entra ID backup and recovery
Protect your Microsoft 365 environment

Back up critical Entra ID settings,
including: This solution helps protect sensitive

customer and business information,
maintain a consistent security posture
across distributed teams, and reduce the
risk of disruption caused by access or
authentication issues.

* Roles and permissions
» Conditional Access policies
 |dentity and access configurations

Recovery capabilities help reduce
downtime and restore business
continuity if critical Microsoft 365
access controls are affected.

Business continuity and resilience

Built-in backup and recovery helps
organisations restore critical
configurations quickly and maintain
operational continuity.
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GM Enhanced Security Suite

Bringing together 8 vital services to keep you, your people and your data safe.

The best way to ensure that your business stays safe from evolving cyber threats is to create a
multi-layered defensive posture.

With GM Enhanced Security Service you get technology, training and compliance in one

simple package - putting in place the crucial layers you need.

Four invaluable services and technologies to keep you and your
business safe from evolving cyber threats. One simple price.
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